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· The sender’s email address is weird. No legitimate company is going to use this kind of email address.  
· For a real threat to security, an email would most likely be addressed to the user’s name. An email sent with a generic salutation is probably going to be sent to large groups of people. This is a good indication of fraud.
· Note the extra space in front of the comma. A professional communication will be grammatically correct. Note that the tone in this email does not sound “on brand”. 
· I’ve circled “indefinitely” because there is no legitimate company (especially one in the business of making money, like a Big Bank) that wants to lose business. This is an example of a threat to intimidate recipients into acting.
· This may sound like a pet peeve, but “manner” should be “matter.” It’s another indication that the communication is not being written by a professional.
· See the strange URL? That is a glaring red flag.
· The period at the end should (obviously) not be floating in mid-air. 
· The red box is listed because there is no closing signature. Take a look at our emails to members. They all have a format. This format includes a closing signature and contact information. In this example, there is no corporate branding (aside from the logo – something that is easy to Google). A legitimate message should contain corporate colors, website, phone number, and maybe a tagline. All of that is missing.

[bookmark: _GoBack]*PRO TIP* You can also copy and paste the info (not the link) and Google it. In this case, it brought up (the real) Chase website fraud landing page confirming this is a fake email.
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Dear Chase Bank Customer:

We recently have determined that different computers have tried to log in to your account. Multiple password failures automatically places
your account on hold.

We now need you to re-confirm your account information to us.

If this is not completed , we will be forced to suspend your account indefinitely, as it may have been used for fraudulent purposes.

We thank you for your cooperation in this manner.
To remove limitations from your account click on the following link:

https://online.chase.com/Logon.aspx?LOB=RBGLogon

Thank you for being our customer




